AGL - Securing Daemons (SPEC-545) IOT@ BZH

Current insecure mode (agl-demo-platform)

systemd-+-AudioManager-+-{dlt_receiver}
| "-{dlt_segmented}
| ~afm-system-daem (afm)
| —agetty
| —avahi-daemon (avahi) ---avahi-daemon
| -bluetoothd
| —connmand
| -cynara (cynara)
| -dbus-daemon (messagebus)
| -dlt-system-+-{dlt_receiver}
| "-{dlt_segmented}
| -klogd
| —ofonod
| -polkitd (polkitd)-+-{JS GC Helper}
| |-{JS Sour~ Thread}

I | -{gdbus}

I | -{gmain}

| “—{polkitd}

| -security-manage---{security-manage}
| -sshd

| -syslogd

| -~systemd-+- (sd-pam)

| | -HomeScreen-+- {HomeScreen}

| | | - {QDBusConnection}
I I | -{QOm1Thread}

| | ' -{QSGRenderThread}
| | —-HomeScreenAppFr---{QDBusConnection}
| | -InputEventManag---{QDBusConnection}
| | -MostNetworkMana---6* [ {MostNetworkMana} ]
| | -VideoOnDemand---6* [ {VideoOnDemand} ]
| | -WindowManager-+-{QDBusConnection}
| | " -{WindowManager}
| | —afm-user-daemon

| | -dbus-daemon

| | -1lightmediascann-+-{gdbus}

| | *-{gmain}

| | -loadDriver.sh---sleep

| | -pulseaudio-+-{alsa-sink-rsnd-}
| | ‘-{alsa-source-rsn}
| ' -rygel-+-{gdbus}

[ "-{gmain}

| -systemd-journal

| -systemd-logind

| -systemd-udevd

| -tcf-agent---3*[{tcf-agent}]

| —udisks-daemon-+-udisks-daemon

| | -{gdbus}

[ "-{gmain}

| -weston-launch---weston---weston-keyboard
‘-wpa_supplicant
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Secure mode with root session (agl-demo-platform, DD)

systemd-+-AudioManager-+-{dlt_receiver}
| "-{dlt_segmented}
| —afm-system-daem (afm)
| —agetty
| —avahi-daemon (avahi) ---avahi-daemon
| -bluetoothd
| —-connmand
| -cynara (cynara)
| -dbus-daemon (messagebus)
| -dlt-system-+-{dlt_receiver}
| "-{dlt_segmented}
| -klogd
| —ofonod
| -polkitd (polkitd)-+-{JS GC Helper}
| |-{JS Sour~ Thread}

| | -{gdbus}
| | -{gmain}

| “—{polkitd}

| -security-manage---{security-manage}
| -sshd

| -syslogd

| -sleep—-- (sd-pam)

| | -HomeScreen-+-2* [ {HomeScreen} ] w

| -systemd-+- (sd-pam)

| | | - {@DBusConnection}
I I | -{QOm1Thread}

| | " -{QSGRenderThread}

| | —-HomeScreenAppFr---{QDBusConnection}

| | -InputEventManag---{QDBusConnection}

| | -MostNetworkMana---6* [ {MostNetworkMana} ]
| | -VideoOnDemand---6* [ {VideoOnDemand} ]

| | -WindowManager-+- {QDBusConnection}

| | " —{WindowManager}
I

I

I

I

I

I

I

I

| —afm-user-daemon
| -dbus-daemon
| -lightmediascann-+-{gdbus}
| "-{gmain}
| -loadDriver.sh---sleep
| -pulseaudio-+-{alsa-sink-rsnd-}
| “-{alsa-source-rsn}
‘-rygel-+-{gdbus}
| "—{gmain}
| -systemd-journal
| -systemd-logind
| -systemd-udevd
| -tcf-agent---3*[ {tcf-agent}]
| -udisks-daemon-+-udisks-daemon
| | -{gdbus}
I "-{gmain}
| -weston (display) -+-weston-keyboard
| *—{weston}
‘-wpa_supplicant
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Secure mode with user sessions (agl-image-ivi, EE)

systemd-+-AudioManager-+-{dlt_receiver}
| "-{dlt_segmented}
| —afm-system-daem (afm)
| —agetty
| —avahi-daemon (avahi) ---avahi-daemon
| -bluetoothd
| —-connmand
| -cynara (cynara)
| -dbus-daemon (messagebus)
| -dlt-system-+-{dlt_receiver}
| "-{dlt_segmented}
| -klogd
| —ofonod
| -polkitd (polkitd)-+-{JS GC Helper}
| |-{JS Sour~ Thread}

| | -{gdbus}

I | -{gmain}

| “—{polkitd}

| -security-manage---{security-manage}
| -sshd

| -syslogd

| -sleep (agl-driver) --- (sd-pam)

| -systemd (agl-driver) -+- (sd-pam)

| | —afm-user-daemon
| -dbus-daemon

| -rygel-+-{gdbus}
I "-{gmain}

| -sleep (agl-passenger) —-- (sd-pam)

| -systemd (agl-passenger) —+- (sd-pam)

| | —afm-user-daemon
| -dbus-daemon

| —-rygel-+-{gdbus}

I
I
I I
I
I I "-{gmain}

" -weston-terminal---sh

I

| | -lightmediascann-+-{gdbus}
I I "—{gmain}
I
I
|

| -lightmediascann-+-{gdbus}

"-{gmain}

| ‘-weston-terminal---sh

| -systemd-journal

| -systemd-logind

| -systemd-udevd

| -tcf-agent---3*[ {tcf-agent}]

| —udisks-daemon-+-udisks-daemon

| | -{gdbus}

I "-{gmain}

| -weston (display) -+-weston-keyboard
I " —{weston}
‘-wpa_supplicant




